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Background: 

This consultation paper (available at https://ec.europa.eu/info/sites/info/files/2017-fintech-
consultation-document_en_0.pdf) seeks input from stakeholders to further develop the 
Commission's policy approach towards technological innovation in financial services. It seeks input 
in terms of stakeholders' perspectives on new technologies' impact on the European financial 
services sector, both from the perspective of providers of financial services and consumers, and 
whether the regulatory and supervisory framework fosters technological innovation in line with its 
three core principles of technologic neutrality, proportionality and integrity. The feedback will help 
the Commission to gauge how FinTech can make the EU Single Market for financial services more 
competitive, inclusive and efficient. 

Important note:  

Responses must be provided by 15 June 2017 via the online questionnaire available on the 
following webpage: https://ec.europa.eu/info/finance-consultations-2017-fintech_en.  

Should you have a problem completing this questionnaire or if you require particular assistance, 
please contact fisma-fintech@ec.europa.eu.  

 

 

 

 

 

 

Part 1: Fostering access to financial services for consumers and businesses 

Question 1.1: What type of FinTech applications do you use, how often and why? In which area of 
financial services would you like to see more FinTech solutions and why? 

 

The type of applications supporting the modern-day funds services industry is broad and varied.  
From the perspective of the Irish funds industry, the focus on FinTech developments has until 
relatively recently tended to be in the area of operational support for funds, asset managers and 
fund services providers, covering functions such as trade processing (including STP), accounting, 
pricing, transfer agency, tax and financial reporting, and compliance monitoring.  These applications 
can be internally developed, developed by third parties or a combination hosted in either an 
organisation data centre, an organisation cloud environment or an external cloud environment. 
These applications are used across the funds industry, on a constant basis, and more recently there 
has been an increase in the degree to which the developments which have been implemented at 
an operational level are being leveraged to provide funds clients and investors with more real-time 
and transparent information in a more user friendly manner.  

https://ec.europa.eu/info/sites/info/files/2017-fintech-consultation-document_en_0.pdf
https://ec.europa.eu/info/sites/info/files/2017-fintech-consultation-document_en_0.pdf
https://ec.europa.eu/info/finance-consultations-2017-fintech_en
mailto:fisma-fintech@ec.europa.eu
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All of these areas are ripe for further FinTech development. The areas where we are seeing most 
FinTech development emerge are spread across both core platforms (competing with legacy 
vendors) and in more niche areas such as regulatory reporting, which is currently an area of focus 
for many industry players where regulatory reporting frameworks are seen as being outdated and 
overly complicated and manual process driven and which, if automated at least to some extent 
through the use of RegTech, could result in major savings from a time, cost and resourcing 
perspective and could lead to easier access to real-time data, and increased accuracy and 
transparency, subject of course to appropriate oversight and assurance. Resources freed up from 
purely administrative aspects of these reporting-type functions such as compliance could then be 
dispersed to other consumer protection roles. 

There are other areas, particularly at the interface with clients (such as anti-money laundering at 
onboarding stage), which could be made easier and quicker for both designated persons and clients 
where fully digital models are permitted and facilitated under regulation.  Increased demand for 
digital and mobile marketing and distribution channels, for both investment product and advisory 
services (and including an associated increase in the use of AI in the asset allocation and advisory 
spaces), is a feature of the asset management industry globally, as is the demand for greater 
transparency generally, and this trend can only be expected to continue.   

These are areas in which customer demand will continue to push transformation in the industry, and 
while many applications and services may be structured within and so as to meet existing regulatory 
requirements, there will be areas where it will be necessary to align more closely the single digital 
market strategy and the financial regulatory regime within the EU, and / or to coordinate with third 
countries, to foster innovation and industry growth while maintaining a culture of investor protection. 

 

Question 1.2: Is there evidence that automated financial advice reaches more consumers, firms, 
investors in the different areas of financial services (investment services, insurance, etc.)? 

Yes. 

 

Question 1.3: Is enhanced oversight of the use of artificial intelligence (and its underpinning 
algorithmic infrastructure) required? For instance, should a system of initial and ongoing review of 
the technological architecture, including transparency and reliability of the algorithms, be put in 
place? What could be effective alternatives to such a system?  

 

Yes. 

As with any new technology, there will be implementation risks and software development issues 
that will need to be carefully monitored. When any new technology-based solution is rolled out by a 
regulated firm, which could impact on its services, products or investors, a test-phase would be 
incorporated prior to any launch to ensure that there would be no adverse impact on investors or 
the financial market.  Whilst new solutions are being developed and rolled out, more traditional 
forms of oversight may be required for a period, until sufficient assurance is achieved that the 
technology, such as artificial intelligence, is robust and incorporates the necessary controls to 
ensure that it is reliable, effective and safe.  The level of oversight and manual intervention or 
checking would be adapted and reduced over time as trust in the technology’s integrity and reliability 
is demonstrated over time through assurance feedback, audits or other testing and oversight.  This 
type of approach is in fund service providers best interests as well as the best interests of the market 
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and investors as any negative consequences of the use of technology could have an impact on the 
firm’s reputation and its ability to attract investors in the future, or remain commercially viable 
depending on the scale of any issues that might arise.  

In principle, we would support enhanced oversight of the technological architecture and algorithmic 
infrastructure of AI solutions, in particular as a means of assessing consumer protection risks 
associated with the use of such technologies.  However, the manner in which this is achieved will 
need to be carefully considered.  While we are of the strong view that financial services regulation 
should, to the greatest extent possible, remain technology neutral, and that a pragmatic, supervisory 
authority led approach to oversight and monitoring of new and emerging technologies generally, 
and algorithmic based technologies more specifically, is the appropriate approach, it may be 
necessary to agree some form of supervisory framework to ensure regulatory competencies and to 
avoid regulatory arbitrage.  Use of regulatory “sandboxes” may also be suitable in this context, 
subject to appropriate parameters and consumer protection measures.  We would also note that 
there will be a balance to be achieved between any enhanced oversight regime and protection of 
the intellectual property rights of regulated firms and their suppliers / service providers. 

 

Question 1.4: What minimum characteristics and amount of information about the service user and 
the product portfolio (if any) should be included in algorithms used by the service providers (e.g. as 
regards risk profile)?  

 

The minimum characteristics and amount of information required from any service use will depend 
on the technological solution being developed, and the service being offered.  In order to ensure 
compliance with regulatory requirements (for example on suitability/appropriateness, money 
laundering compliance etc.) certain minimum information will always be required.  However, this 
information-gathering process will have to be aligned with data protection considerations (not 
collecting excessive data and ensuring appropriate consent is obtained) and a balance will have to 
be struck.   

This is likely to mean multi-disciplinary teams being involved in product and service development at 
an early stage of the process, but will also link to the mechanisms for enhanced oversight discussed 
previously.  In that regard, being prescriptive in relation to the minimum characteristics and amount 
of information required to be included in algorithms should be balanced against freedom to innovate, 
and overly prescriptive regulation should be avoided.  From a technological perspective, having 
broad parameters and gathering large amounts of information and data may only place a limit on, 
and slowdown, what the artificial intelligence could provide and would therefore not be beneficial.  
It will also be important to ensure that the information collected and included in the relevant 
algorithm is not overly burdensome from a user experience perspective 

Ultimately, allocation of liability between actors in the investment chain will be important, and while 
commercial negotiations between actors will play a large part here, consumer protection regulations 
will also have a role to play.   

 

Question 1.5: What consumer protection challenges/risks have you identified with regard to artificial 
intelligence and big data analytics (e.g. robo-advice)? What measures, do you think, should be 
taken to address these risks/challenges?  



 
Response to the European Commission’s consultation  
paper on ‘FinTech: a more competitive and innovative 
 European  financial sector’.  
 

 
      

DRAFT DATED 15 JUNE 2017 

 

In principle, the consumer protection challenges associated with AI and data analytics are no 
different to the consumer protection challenges faced by the investment management industry 
generally and in providing products and services in a more “traditional” manner, although it is true 
to say that the challenges may manifest in a different manner.  In order to allow for this, investor 
protection requirements should continue to be framed in a technology-neutral way.  

A key challenge will be to ensure that the investor protection requirements are applied in a manner 
which is suitable and sufficient to address new delivery methods and development such as artificial 
intelligence and big data analytics. It will be important that any investor protection controls are built 
in to the product design and are incorporated at the early development stages.  

Data protection will be a critical challenge and risk.  Regulation to protect personal data exists under 
the current EU Data Protection Directive and the imminent General Data Protection Regulation (the 
“GDPR”), and all AI and data analytics based products and services should be developed with 
privacy concerns at centre.  With an increased reliance on information technology comes an 
increased risk of inappropriate access, cybersecurity issues or data breaches. The risk 
management frameworks applied in regulated firms will have to continue to evolve to deal with these 
emerging risks and the developing requirements in relation to notifications under the GDPR and 
(potentially) the Network Information Security Directive (the “NIS Directive”).  

A further example of a challenge will be how to deal with complaints handling and other matters that 
are currently driven by human interaction. Another challenge might be how to best integrate a three 
lines of defence assurance model into a process that is fast and automated, such as robo-advice. 
Assurance will have to be undertaken in a manner that is sufficiently frequent to ensure that any 
issues are identified and fixed quickly. However, on the other hand and based on the quality and 
quantity of available data, it may be easier in a purely automated platform to identify trends, risks, 
suspicious transactions and where relevant, systemic issues and their impact, facilitating a faster 
response and remediation time. 

Communication to consumers of the risks associated with AI and Big Data, in a manner which is 
readily available, transparent and easily understandable, in particular in a fully digitised or mobile 
model, will also be a key challenge.  In that regard, and while the practice has not yet developed to 
any great degree, the GDPR anticipates the use of icons which may be a useful tool. 

 

Question 1.6: Are national regulatory regimes for crowdfunding in Europe impacting on the 
development of crowdfunding? In what way? What are the critical components of those regimes?  

 

Yes 

The approach to crowdfunding currently differs across Europe, depending on the jurisdiction, though 
this has been the subject of review and discussion at EU level. There could be a number of 
challenges in trying to apply an EU-wide regulatory regime for crowdfunding. The Commission, in 
particular, has undertaken a lot of work in this area, for example the consultation published in 2013 
in relation to the regulation of crowdfunding in Europe. In April this year, the Irish Department of 
Finance published a public consultation to discuss the regulation of crowdfunding in Ireland. It is 
currently not, of itself, a regulated activity (though it can be regulated if, for example, it includes 
providing a regulated services such as investment advice, receipt and transmission or execution 
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services). Crowdfunding has become an increasingly important way for consumers and SMEs alike 
to raise capital and has emerged as a useful alternative in Ireland.   

 

Question 1.7: How can the Commission support further development of FinTech solutions in the 
field of non-bank financing, i.e. peer-to-peer/marketplace lending, crowdfunding, invoice and supply 
chain finance? 

 

The Commission has undertaken a lot of research and work in this area. The framework is in place 
to allow crowdfunding to thrive across Europe and it is a very useful alternative to traditional lending 
models, to allow consumers and SMEs access to funds. It may be the case that trust in these 
platforms will increase over time as they become more streamlined, or more commonplace. As is 
usually  the case, investors and consumers/SMEs alike will take more comfort from any activity that 
is subject to regulation and investor protection/compensation schemes etc.  

 

Question 1.8: What minimum level of transparency should be imposed on fundraisers and 
platforms? Are self-regulatory initiatives (as promoted by some industry associations and individual 
platforms) sufficient? 

 

Transparency is always a key consideration in ensuring the fair treatment of customers, whether 
the service provider is regulated or not.  On that basis it is our view that all key terms (being any 
term that could make a customer decide not to proceed) should be brought to the attention of the 
customer in advance of the customer signing-up.  So the cost of the service, eligibility criteria, the 
interest rate being applied, how investors and borrowers are matched etc. should all be clearly 
disclosed.  Warnings about for example, the potential loss of capital (and interest) that could be 
suffered, that no compensation scheme will be available etc. should also be flagged with customers.  

 

Question 1.9: Can you give examples of how sensor data analytics and other technologies are 
changing the provision of insurance and other financial services? What are the challenges to the 
widespread use of new technologies in insurance services? 

No opinion. 

 

Question 1.10: Are there already examples of price discrimination of users through the use of big 
data? 

No opinion. 

 

Question 1.11: Can you please provide further examples of other technological applications that 
improve access to existing specific financial services or offer new services and of the related 
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challenges? Are there combinations of existing and new technologies that you consider particularly 
innovative? 

No opinion. 

 

 

 

Part 2: Bringing down operational costs and increasing efficiency for the industry 

Question 2.1: What are the most promising use cases of FinTech to reduce costs and improve 
processes at your company? Does this involve collaboration with other market players? 

 

The most promising uses of FinTech are around further automation of manual processes. To date, 
limited collaboration has existed between market players due to the level of competition to develop 
solutions. There is some collaboration evident at global level, for example in the United States there 
has been collaboration between the leading banks in developing new technologies to deliver 
financial services.  

 

Question 2.2: What measures (if any) should be taken at EU level to facilitate the development and 
implementation of the most promising use cases? How can the EU play its role in developing the 
infrastructure underpinning FinTech innovation for the public good in Europe, be it through cloud 
computing infrastructure, distributed ledger technology, social media, mobile or security 
technology?  
 

 

A cornerstone of innovation is the ability to try something new and be able to fail and learn from it 
and take the learnings to the next version. This has been the case through the history of technology. 
To facilitate new use cases, such as DLT or payment enhancements, an environment needs to be 
created that allows new technology be tested - both with consumers and commercial customers - 
whilst protecting the interest of the consumer but also not penalising the organisation.  

 

Question 2.3: What kind of impact on employment do you expect as a result of implementing 
FinTech solutions? What skills are required to accompany such change? 

 

The introduction of FinTech solutions will undoubtedly have an impact on the roles undertaken in 
firms in the future.  By automating many tasks and processes, this will make more resources 
available for other tasks that may be more suited to human interaction (for example customer 
service, oversight and independent challenge roles).  In addition, the technology will have to be 
subject to some level of human oversight, and we would anticipate that what may have been viewed 
as “traditional” skill sets, such as regulatory, compliance and legal, will need to be combined with 
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technical skills in order to develop and maintain technological solutions in line with regulatory 
requirements, whether through increasingly multidisciplinary teams or a focus on individuals with 
cross-disciplinary skill sets.  Conversely,  certain technology skills, or at minimum technological 
understanding, will be required (to varying degrees) by those individuals who will use and implement 
the technology, interpret it or report on it, including up to the board of directors.     

 

Question 2.4: What are the most promising use cases of technologies for compliance purposes 
(RegTech)? What are the challenges and what (if any) are the measures that could be taken at EU 
level to facilitate their development and implementation? 

 

One good example of how RegTech can be used is in the context of onboarding/customer due 
diligence requirements in the context of anti-money laundering/counter terrorist-financing and 
sanctions checking. In order to enable the development of these types of solutions, competent 
authorities and regulators will have to be comfortable that they will be sufficiently robust to ensure 
full compliance with the regulatory requirements and ensure the detection and prevention of these 
types of activities.  

 

Question 2.5.1: What are the regulatory or supervisory obstacles preventing financial services firms 
from using cloud computing services?  

 

The most cited challenges and concerns from a cloud computing perspective are security and data 
protection, and regulatory oversight requirements.   

One of the biggest challenges from a cloud perspective is that regulators may request to see specific 
records, data and documentation during on-site visits which is within the control of the cloud provider 
and may not be immediately within the control of the firm using the service.  When using an external 
cloud, visits by any external party are not allowed and given the shared infrastructure that a cloud 
environment supports, all records, data and documentation may not be available. In addition, 
regulators would have to be made comfortable that any risks associated with off-site cloud storage 
solutions are monitored, overseen and mitigated by the firm in question on an ongoing basis. In 
addition, from an outsourcing perspective and in terms of the service-level agreement with the third 
party provider, their policy and guidelines that firms sign-up to will most likely be generic across all 
of their clients independent of the business they are in and they may not always be open to extensive 
negotiation or to developing tailor-based solutions for regulated firms, unless there is the volume to 
justify doing so.  

The security and privacy concerns are being addressed by cloud providers, and a combination of 
public and private cloud solutions are available.  Use of cloud solutions may, however, give rise to 
international data transfer issues which may be challenging to overcome, although again, many 
cloud providers are offering solutions which seek to address these concerns.   

Oftentimes, the concerns can be addressed through supervisory authorities developing 
competencies and knowledge of the relevant technologies and solutions. 
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Question 2.5.2: Does this warrant measures at EU level? 

No. 

Many of the regulatory frameworks that come into play in developing any cloud computing services 
are already set at EU level, for example the NIS Directive and the General Data Protection 
Regulation.  In addition, existing financial services regulation does not prohibit use of cloud 
computing, and while take up by financial institutions in some jurisdictions may be slow, cloud 
providers are reacting to challenges for financial institutions through adaptation of solutions,  
Therefore, we are of the view that market forces, including the fact that cloud solutions are more 
agile and may result in reduced cost to institutions and ultimately their customers, combined with 
development of supervisory authority competencies, will in time result in innovative solutions which 
enable safe and compliant FinTech cloud solutions. 

 

Question 2.6.1: Do commercially available cloud solutions meet the minimum requirements that 
financial service providers need to comply with? Please elaborate on your reply to whether 
commercially available cloud solutions do meet the minimum requirements that financial service 
providers need to comply with. 

Yes. 

From a minimum requirement perspective, subject to the challenges addressed in 2.5, they do meet 
the requirements. 

 

Question 2.6.2: Should commercially available cloud solutions include any specific contractual 
obligations to this end?  

No. 

These should be the same as the contractual provisions which apply generally to technology 
solutions and services.  To the extent that the use of a cloud solution is an outsourcing, regulated 
financial institutions will be subject to outsourcing requirements and data protection rules which will 
mandate the inclusion of certain contractual provisions.  In appropriate circumstances, consumer 
protection measures will also need to be addressed.  Cloud specific contractual obligations in the 
context of financial services are not in our view warranted. 

 

Question: 2.7: Which DLT applications are likely to offer practical and readily applicable 
opportunities to enhance access to finance for enterprises, notably SMEs?  

 

There is the potential to power investment-based crowdfunding and lending platforms using 
blockchain technology.  In such a solution, it would be possible to tokenise the investments into the 
companies on the platform. This would allow for quicker, more efficient access to capital for 
enterprises (including SMEs). In addition the platform could be configured to be investor agnostic 
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allowing for a wide range of investors, from large investment banks to retail investors, who wish to 
invest in SMEs across Europe.  

 

Question 2.8: What are the main challenges for the implementation of DLT solutions (e.g. 
technological challenges, data standardisation and interoperability of DLT systems)?  

 

The main DLT challenges going forward are likely to standardisation and industry adoption. What 
may be required, depending on the proposed use case, is a Swift type group, independent of 
companies and institutions, defining the direction and approach for DLT.  While there are some 
interesting internal case studies being undertaken by a broad range of financial institutions and non-
regulated technology providers, we believe that the more exciting potential uses of DLT will centre 
on market infrastructure, requiring a broad consensus for particular use cases and / or 
interoperability of DLT systems to achieve this. 

Currently, there are no clear standards in place regarding the build and implementation of a DLT 
solution, which limits the widespread adoption of the technology.  Despite progress in the area, 
there is still some residual market scepticism around the potential use of DLT in place or current 
technology in particular use cases e.g. databases, current payment rails etc.  Questions still remain 
around topics such as; data standards, data protection concerns, cybersecurity, encryption & 
interoperability. These are mainly due to a lack of clear, working DLT production projects, something 
we think we will see more of in the coming year.  ISO TC3/07 is a clear statement of intent around 
the harmonisation of blockchain standards to ensure the success of the technology moving forward.   

However, while particular issues which arise as the technology is developed and rolled out will need 
to be monitored, we are of the view that relevant regulation should, insofar as possible, remain 
technology neutral and that standards will evolve from market initiatives and drivers. 

 

Question 2.9: What are the main regulatory or supervisory obstacles (stemming from EU regulation 
or national laws) to the deployment of DLT solutions (and the use of smart contracts) in the financial 
sector?  

 

Many of the regulatory requirements and guidance that applies to the funds industry in Ireland stem 
from EU legislation such as directives, directly effective regulations and guidance published by the 
European Securities and Markets Authority (“ESMA”), though there is also some supplementary 
local guidance published by the Central Bank of Ireland on certain requirements (for example, 
corporate governance).  In February this year, ESMA published a very useful report on DLT which, 
in addition to highlighting possible benefits and opportunities, flagged some important challenges 
for DLT in terms of interoperability, governance and privacy issues and risk creation.   

A key challenge may be addressing any differences in regulatory frameworks across jurisdictions 
or any supervisory divergence across Europe, in order to limit or avoid regulatory arbitrage.  
Interoperability will be a key concern for rolling out DLT solutions, and ensuring consistency in the 
application of regulatory requirements has a crucial role in that regard.  
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One challenge presented by the move to technology-based solutions for core functions will be that 
technology is not subject to ‘fitness and probity’ requirements. If DLT were to assume a role 
previously undertaken by a person, depending on the extent of oversight over that role and the 
precise nature of the function being undertaken, the assessment of ‘competence’ for these key 
functions will have to be adapted to this new technology-driven environment. The corporate 
governance requirements and risk mitigation programmes in place in firms will also have to be re-
assessed to better fit the use of DLT.   

Investor protection requirements, for example, will likely have to be assessed to ensure that they 
will still provide the desired level of protection in light of the impact technology-driven innovation is 
having on how products and services are being delivered to investors.   

As the dependency on technology increases, so could the associated risks. Data protection and 
privacy, cybersecurity and IT-outsourcing frameworks will all be central to ensuring that any DLT 
solutions can be effectively deployed throughout Europe and further afield.   

A key part of increasing competition whilst still ensuring robust regulation, which guards the financial 
system and ensures investor protection, is to ensure that regulation is technology-neutral and 
proportionate and can, to some extent, keep abreast with emerging risks.  This is a difficult balancing 
act. If requirements are very prescriptive, there can be a risk that new technologies might fall outside 
the scope of requirements that were intended to capture the type of service being provided.  
Conversely, innovation may be unduly stifled.  Existing rules will undoubtedly have to be reviewed 
to ensure that they remain appropriate for the changing environment, including DLT application, but 
we remain of the view that relevant regulation should, insofar as possible, remain technology 
neutral.  In that regard, the early stage of use case analysis for DLT, ongoing innovation in use of 
the technology, and the ongoing identification and addressing of regulatory and other challenges, 
militates against regulating DLT specifically at this point. 

 

Question 2.10:  Is the current regulatory and supervisory framework governing outsourcing an 
obstacle to taking full advantage of any such opportunities?  

 

Possibly yes.  

There are outsourcing guidelines in place in Ireland for certain types of outsourcings by financial 
institutions and / or which are specific to certain financial services industries (e.g. outsourcings by 
fund administration firms), which have been published by the Central Bank of Ireland, and / or which 
derive from various EU regulatory initiatives in various financial services sectors.  Specific 
requirements may vary, albeit that there are common themes across all financial services 
outsourcings,   most notably in relation to service-level agreements and governance arrangements 
(monitoring, oversight, reporting, business continuity planning etc.). These requirements on 
outsourcing are generally not so burdensome as to restrict the ability to avail of new technology-
driven solutions such as cloud storage, DLT etc.  However,  some consideration may need to be 
given as to whether and in what circumstances use of DLT (or indeed any other technology) as a 
solution is an outsourcing per se, rather than a system solution.  As set out in our other responses, 
it might be useful if a review of outsourcing rules was undertaken as part of the overall assessment 
of regulatory requirements to ensure that they remain appropriate for these new technologies and 
specific use cases.  
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Question 2.11. Are the existing outsourcing requirements in financial services legislation sufficient? 
Who is responsible for the activity of external providers and how are they supervised? Please 
specify, in which areas further action is needed and what such action should be.  

 

Yes 

Please also see our response to question 2.10. Although a firm can delegate the performance of a 
function it cannot delegate responsibility and accountability for that function, or for compliance with 
applicable requirements.  This encourages ongoing monitoring, clear lines of responsibility in 
service-level agreements being put in place including reporting and key performance indicators and 
ensuring there are identifiable individuals within any outsource provider who can be contacted in 
relation to the service being provided.   

 

Question 2.12: Can you provide further examples of financial innovations that have the potential to 
reduce operational costs for financial service providers and/or increase their efficiency and of the 
related challenges? 

 

Two additional examples of financial technologies that have the potential to result in innovations 
and reduce operational costs are Robotics and Natural Language Programming. 

We anticipate that further technological developments and innovative uses of technology will give 
rise to new services within financial services (much as innovative uses of technology have led to 
the development of e.g. account servicing payment service providers, soon to be regulated under 
PSD2) and further integration of financial services solutions and delivery systems, and are of the 
view that the focus of regulation should be on the particular activity or service, rather than on the 
enabling technology itself.   

 

 

Section 3: Making the single market more competitive by lowering barriers to entry 

 

Question 3.1. Which specific pieces of existing EU and/or Member State financial services 
legislation or supervisory practices (if any), and how (if at all), need to be adapted to facilitate 
implementation of FinTech solutions?  

 

Many of the existing requirements that focus on investor protection, reporting, interactions with 
customers etc. will need to be reviewed to ensure engagement models centred on technology can 
meet the requirements as they are currently drafted. For example, in Ireland, the Central Bank of 
Ireland indicated in its Consumer Outlook Report 2017 that it intends to review its regulatory 
(consumer protection) codes in light of ongoing developments and new technologies that are being 
applied by regulated firms in their interactions with consumers. The Distance Marketing Directive 
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(as implemented in Member States) is one example of specific legislation that could be reviewed in 
light of these developments. In the payments sector, the Payment Services Directive was reviewed 
and updated in light of technological advancements (amongst other reasons) and the revised 
second Payment Services Directive (PSD2) will apply from January 2018. In a similar way, there 
are aspects of EU legislation in the asset management sector that will need to be updated to take 
account of new technologies, new services, new models and new products as this becomes 
increasingly digitalised. 

In reviewing elements of regulation which are focused in particular on consumer and customer 
protection, legislators and supervisory authorities will themselves need to take into account 
changing customer expectations and demands in terms of product and service delivery, and 
consider innovative approaches to achieving consumer protection and regulatory requirements in 
that context.  Failure to do so risks damaging the competitiveness of EU business in an increasingly 
interconnected digital environment. 

 

Question 3.2.1: What is the most efficient path for FinTech innovation and uptake in the EU? 

 

It is key that the regulators have an open and fostering attitude towards technology. As well as 
experts in risk, regulation and consumer protection, regulators are now also looking to employ 
resources who understand, and have experience in, these new technologies and the opportunities 
and challenges associated with them.  Alignment with the single digital market strategy of the EU 
should also be leveraged.  There is a lot of interest from an investment perspective in FinTech in 
the EU and the skilled workforce, investor interest, availability of capital and commercial 
environment is ripe for growth in this area.  

 

Question 3.2.2: Is active involvement of regulators and/or supervisors desirable to foster 
competition or collaboration, as appropriate, between different market actors and new entrants. If 
so, at what level?  

Yes. 

Not all regulators in the EU have a statutory mandate to promote competition, for example the 
Central Bank of Ireland does not have this mandate.  However, applying common standards across 
the EU ensures an open marketplace for providers and investors alike, and limits or avoids 
regulatory arbitrage.  The cluster effect has proven important in the FinTech sector to ensure the 
key drivers of talent, innovation, investment etc. are cultivated through the geographic concentration 
of interconnected players in this market; the financial institutions, technology companies, the third 
party providers.  As a result of this cluster effect a more specialised industry develops. The 
regulators have a crucial role, as the authorising body and ongoing supervisor of these regulated 
businesses, in feeding into this thriving environment where innovation can flourish without any 
compromise in terms of protecting investors or the financial system.  Additionally, there is a benefit 
to supervisory authorities, which can garner a much more sophisticated understanding of the 
changing nature of financial services and firms, and their customers, and consequently develop a 
more sophisticated ability to supervise them, and to adapt regulations accordingly. 

As FinTech develops further, both in Ireland and globally, more evidence emerges of the extent of 
collaboration between incumbents and start-ups and these partnerships are yielding many 
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blockchain labs, start-up programmes and other projects where the strengths of all operators can 
be brought together to develop solutions that will provide the best outcomes for investors.  

 

Question 3.3: What are the existing regulatory barriers that prevent FinTech firms from scaling up 
and providing services across Europe? What licensing requirements, if any, are subject to 
divergence across Member States and what are the consequences? Please provide the details. 

 

The lack of a harmonised interpretation around outsourcing and use of technology could hamper 
the scaling up of FinTech firms and potentially restrict centres of excellence developing. 

 

Question 3.4: Should the EU introduce new licensing categories for FinTech activities with 
harmonised and proportionate regulatory and supervisory requirements, including passporting of 
such activities across the EU Single Market? If the EU should introduce new licensing categories 
for FinTech activities with harmonised and proportionate regulatory and supervisory requirements, 
including passporting of such activities across the EU Single Market, please specify in which specific 
areas you think this should happen and what role the ESAs should play in this. For instance, should 
the ESAs play a role in pan-EU registration and supervision of FinTech firms? 

No. 

Many of the “FinTech activities” are already regulated at EU level. One obvious exception is 
crowdfunding though as stated in our other response this can be regulated depending on the nature 
of the services provided.  Developing licensing categories based on technology-based services runs 
the risk that by the time the new framework is developed and rolled out, it will not have been able 
to keep up-to-date with advancements in this area. Therefore the current approach that has been 
adopted works best ie, regulating the financial service (or product), irrespective of how it is delivered.  

 

Question 3.5: Do you consider that further action is required from the Commission to make the 
regulatory framework more proportionate so that it can support innovation in financial services within 
the Single Market? If you do consider that further action is required from the Commission to make 
the regulatory framework more proportionate so that it can support innovation in financial services 
within the Single Market, please explain in which areas and how should the Commission intervene. 

Yes 

See response at 4.10.12. 
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Question 3.6: Are there issues specific to the needs of financial services to be taken into account 
when implementing free flow of data in the Digital Single Market? If yes, please elaborate on your 
reply to whether there are issues specific to the needs of financial services to be taken into account 
when implementing free flow of data in the Digital Single Market, and explain to what extent 
regulations on data localisation or restrictions on data movement constitute an obstacle to cross-
border financial transactions. 

Yes 

Some of the personal data which is collated as part of AML / KYC processes falls into the category 
of sensitive personal data (or special purpose processing under the GDPR), which from a data 
protection perspective can give rise to challenges for regulated entities, including in particular those 
that are part of multinational groups or which provide services on a cross border basis.  Further 
clarity and clarity in relation to the sharing and use of such personal data would be welcome. 

 

Question 3.7: Are the three principles of technological neutrality, proportionality and integrity 
appropriate to guide the regulatory approach to the FinTech activities? Please elaborate on your 
reply to whether the three principles of technological neutrality, proportionality and integrity are or 
not appropriate to guide the regulatory approach to the FinTech activities. 

Yes. 

Please see previous responses. 

 

Question 3.8.1: How can the Commission or the European Supervisory Authorities best coordinate, 
complement or combine the various practices and initiatives taken by national authorities in support 
of FinTech (e.g. innovation hubs, accelerators or sandboxes) and make the EU as a whole a hub 
for FinTech innovation? 

 

The Commission and the European Supervisory Authorities can seek to engage the national 
competent authorities further and to encourage those authorities to have a leading role in FinTech 
and innovation and to stay engaged with industry in terms of new solutions they are developing and 
pre-empting the risks and regulatory framework appropriate to those new solutions on an ongoing 
basis.  

 

Question 3.8.2: Would there be merits in pooling expertise in the ESAs? Please elaborate on your 
reply to whether there would be merits in pooling expertise in the European Supervisory Authorities. 

Yes. 

Pooling expertise would mean that European Supervisory Authorities would be kept abreast of 
developments in other industry sectors which can often help prepare each authority detect new 
trends in their own jurisdiction and to pre-empt the types of regulatory engagement that will be 
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necessary to address those new developments. Furthermore, by European Supervisory Authorities 
pooling expertise they will be able to develop consistent approaches to ensure appropriate and 
proportionate investor/consumer protection across different financial services.   

 

Question 3.9: Should the Commission set up or support an "Innovation Academy" gathering industry 
experts, competent authorities (including data protection and cybersecurity authorities) and 
consumer organisations to share practices and discuss regulatory and supervisory concerns? If 
yes, please specify how these programs should be organised?  

Yes. 

An innovation academy would be an excellent resource to bring together start-ups, financial 
institutions and regulators to drive forward a FinTech agenda. 

 

Question 3.10.1: Are guidelines or regulation needed at the European level to harmonise regulatory 
sandbox approaches in the MS? Please elaborate on your reply to whether guidelines or regulation 
are needed at the European level to harmonise regulatory sandbox approaches in the MS? 

Yes. 

Compared to other jurisdictions, for example Singapore and Australia, the EU is generally behind 
in the sandbox approach. A progressive sandbox approach, both nationally and cross-border, needs 
to be put in place. 

 

Question 3.10.2: Would you see merits in developing a European regulatory sandbox targeted 
specifically at FinTechs wanting to operate cross-border? If you would see merits in developing a 
European regulatory sandbox targeted specifically at FinTechs wanting to operate cross-border, 
who should run the sandbox and what should be its main objective? 

Yes. 

 

Question 3.11: What other measures could the Commission consider to support innovative firms or 
their supervisors that are not mentioned above? 

No opinion. 
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Question 3.12.1: Is the development of technical standards and interoperability for FinTech in the 
EU sufficiently addressed as part of the European System of Financial Supervision? Please 
elaborate on your reply to whether the development of technical standards and interoperability for 
FinTech in the EU is sufficiently addressed as part of the European System of Financial Supervision. 

Yes. 

 

Question 3.12.2: Is the current level of data standardisation and interoperability an obstacle to taking 
full advantage of outsourcing opportunities? Please elaborate on your reply to whether the current 
level of data standardisation and interoperability is an obstacle to taking full advantage of 
outsourcing opportunities. 

Yes. 

 

Question 3.13: In which areas could EU or global level standards facilitate the efficiency and 
interoperability of FinTech solutions? What would be the most effective and competition-friendly 
approach to develop these standards?  

No opinion. 

 

 

Question 3.14: Should the EU institutions promote an open source model where libraries of open 
source solutions are available to developers and innovators to develop new products and services 
under specific open sources licenses? Please elaborate on your reply to whether the EU institutions 
should promote an open source model where libraries of open source solutions are available to 
developers and innovators to develop new products and services under specific open sources 
licenses, and explain what other specific measures should be taken at EU level. 

No opinion. 

 

Question 3.15: How big is the impact of FinTech on the safety and soundness of incumbent firms? 
What are the efficiencies that FinTech solutions could bring to incumbents? Please explain. 

No opinion. 
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Section 4: Balancing greater data sharing and transparency with data security and protection 
needs 

Question 4.1: How important is the free flow of data for the development of a Digital Single Market 
in financial services? Should service users (i.e. consumers and businesses generating the data) be 
entitled to fair compensation when their data is processed by service providers for commercial 
purposes that go beyond their direct relationship? 

 

Data is increasingly being recognised as a value asset, not only of financial institutions, but of any 
company which is data rich (be that non-personal market or other data, or personal data), and “Big 
Data” is undoubtedly one of the key drivers of convergence between the financial services and 
technology industries.  There is obviously significant value in data, and the free flow of data, within 
regulatory controls and perimeters, is a key part of FinTech and the ability to provide innovative and 
efficient services to customers in a digital age.  From a competitiveness perspective, it is also 
important that EU businesses have sufficient agility in terms of data movement (while protecting 
individuals on a risk based approach) to compete with their non-EU counterparts. 

As to compensation to service users where their data is processed by service providers for 
commercial purposes that go beyond their direct relationship, we are of the view that this should be 
left to the market.  The GDPR increases individual rights with regard to their data, and requires 
much greater transparency in relation to use of data, including identifying when an individual has 
the right to object to processing and / or to be forgotten, and is it foreseeable that, over time, 
individuals will increasingly exercise these rights unless compensated (although for Fintech users 
of the personal data, there may remain GDPR related challenges in monetising data).  From the 
perspective of business data, we are of the view that this should be left as between the relevant 
service providers and business customers. 

 

Question 4.2: To what extent could DLT solutions provide a reliable tool for financial information 
storing and sharing? Are there alternative technological solutions? 

 

DLT has certain advantages from the perspective of financial information storing and sharing, not 
least the immutability of the data in the chain or ledger, and the distributed nature of the information.  
However, these aspects, while beneficial from some perspectives, equally give rise to challenges 
from a privacy and confidentiality perspective.   

 

Question 4.3: Are digital identity frameworks sufficiently developed to be used with DLT or other 
technological solutions in financial services? Please elaborate on your reply to whether digital 
identity frameworks are sufficiently developed to be used with DLT or other technological solutions 
in financial services. 

No. 

We are of the view that further adoption of digital identify frameworks will be required in practice in 
order to fully maximise the potential of technological solutions in financial services, particularly those 
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which are customer focused and / or which facilitate transaction processing (eg smart contracts, 
market infrastructure uses, etc).   

 

Question 4.4: What are the challenges for using DLT with regard to personal data protection and 
how could they be overcome? 

 

DLT can give rise to privacy challenges in a number of ways, including publication and permanent 
retention of personal data within the data written to the ledger, as well as the collation and storage 
of personal data (including potentially biometric data) associated with digital signatures and 
identities and other security measures intended to make access to the ledger secure.   

Use of private ledgers in association with and linking to public ledgers, as well as use of technologies 
such as encryption, may assist in resolving some of the risks inherent in DLT.   

Compliance with existing data protection and (post 25 May 2018) the GDPR will assist in addressing 
some risks, including through the “privacy by design and by default” principle underpinning the 
GDPR.  However, the immutable nature of the data in the ledger may require some concessions 
from a data protection perspective (e.g., data retention periods, the right to be forgotten) which will 
need to be balanced against the particular use case of the technology, the risks associated with the 
nature and extent of the data in the ledger, and the market efficiencies resulting from the use of DLT 
etc. 

We are of the view that while the challenges are recognised, it is too early to identify a full suite of 
potential solutions, and in any event recognise that it is unlikely that there will be a one size fits all 
solution. 

 

Question 4.5: How can information systems and technology-based solutions improve the risk 
profiling of SMEs (including start-up and scale-up companies) and other users? 

 

Data analytics solutions may be useful tools in improving risk profiling in circumstances where 
privacy concerns in relation to personal data incorporated in the data set can be addressed.  
However, the scope and quality of the data used in any data analytics solution, and the underlying 
algorithmic technology, will be key to the quality of the profiling results. 

 

Question 4.6: How can counterparties that hold credit and financial data on SMEs and other users 
be incentivised to share information with alternative funding providers ? What kind of policy action 
could enable this interaction? What are the risks, if any, for SMEs? 

 

Adaptation of the approach taken in the GDPR to data access and data portability for SMEs, as well 
as extension of some of the PSD2 data sharing initiatives to SME information generally, might 
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assist, but should be subject to a balanced approach to confidentiality of SME information, and 
return on investment by counterparties in data analytics.  The risks for SMEs will arise from 
confidentiality concerns (if the sharing is not at the SME direction or with its consent) and from a 
potential lack of transparency in relation to the technology and algorithms which may have been 
applied by the counterparty in e.g., assessing credit (with transparency on same in turn likely to give 
rise to confidentiality and intellectual property concerns on the part of the counterparty).  

 

Question 4.7: What additional (minimum) cybersecurity requirements for financial service providers 
and market infrastructures should be included as a complement to the existing requirements (if 
any)? What kind of proportionality should apply to this regime? 

 

We do not agree that there should be additional mandatory minimum requirements, given that this 
may give rise to additional challenges for start-ups and emerging FinTech firms, and stifle innovation 
in the security space.  However, we are in favour of additional guidance and information sharing 
from regulators of best practice and risk based approaches. 

 

Question 4.8: What regulatory barriers or other possible hurdles of different nature impede or 
prevent cyber threat information sharing among financial services providers and with public 
authorities? How can they be addressed? 

 

The NIS Directive addresses some of the concerns around cyber incident data sharing, and a more 
broadly applied approach (ie, reporting to regulators, combined with regulator to regulator 
information sharing) may help address some of the hurdles which currently exist in terms of threat 
information sharing.  Further barriers may arise in the context of notification to law enforcement and 
consequent confidentiality in connection with criminal investigations.  The hurdles are as likely to 
arise from service provider concerns in relation to excess disclosure of security structures and /or 
confidential and personal data, disclosure to public authorities (including regulators) where not 
mandatory, competitive advantages arising from strong security, and reputational risks arising from 
even the perception of vulnerability as, in our view, from regulatory barriers.   

 

Question 4.9: What cybersecurity penetration and resilience testing in financial services should be 
implemented? What is the case for coordination at EU level? What specific elements should be 
addressed (e.g. common minimum requirements, tests, testing scenarios, mutual recognition 
among regulators across jurisdictions of resilience testing)? 

 

To a significant degree, cybersecurity penetration testing and resilience testing is driven by 
customers’ expectations and demand, and reputational concerns for financial institutions and 
service providers.  We would be reluctant to agree that there should be mandatory minimum 
requirements, given that this may give rise to additional challenges for start-ups and emerging 
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FinTech firms, and stifle innovation in the security space.  However, we are in favour of additional 
guidance and information sharing from regulators of best practice and risk based approaches.    

 

Question 4.10.1: What other applications of new technologies to financial services, beyond those 
above mentioned, can improve access to finance, mitigate information barriers and/or improve 
quality of information channels and sharing? 

No opinion. 

 

Question 4.10.2: Are there any regulatory requirements impeding other applications of new 
technologies to financial services to improve access to finance, mitigate information barriers and/or 
improve quality of information channels and sharing? Please elaborate on your reply to whether 
there are any regulatory requirements impeding other applications of new technologies to financial 
services to improve access to finance, mitigate information barriers and/or improve quality of 
information channels and sharing? 

Yes. 

The authorisation process (where triggered) can be time consuming and expensive (and in the case 
of start-ups, prohibitively so), and requires full testing of the product against regulatory requirements 
in advance of submitting an application, which can deter firms from pursuing innovative products 
and solutions, or add significantly to the time to market, in circumstances where the market may 
already be moving forward.   Temporary relaxation of certain requirements, such as mandatory 
paid-up capital requirements, board composition and track record, (but without, however, impacting 
on requirements in relation to security and confidentiality of customer data, fitness and probity 
criteria and anti-money laundering rules), combined with clear risk disclosure requirements, in a 
“sandbox” environment would, it is submitted, speed up authorisation times significantly, provide 
firms with the opportunity to test their ideas prior to engaging in an often lengthy authorisation 
process, give them time to raise capital with a “proof of concept” working product or technology, and 
enable consumers to enjoy more and improved financial products and services.  As stated, 
supervisory authorities will also gain a much more sophisticated understanding of the changing 
nature of financial services and firms, and their customers, and consequently develop a more 
sophisticated ability to supervise them, and to adapt regulations accordingly. 

 

 

 

 

 


